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20 questions on EVMs answered

It's been over two decades since the EVM widely replaced paper ballots in Indian polls. However, the device keeps facing
fresh scrutiny after every election. The latest attack has come from Congress following its drubbing in Maharashtra, but BJP
stalwart LK Advani, too, had expressed doubt over whether the machines were foolproof in the aftermath of the 2009 LS polls.
Senior IPS officer in Maharashtra govt and cybersecurity expert Brijesh Singh answers the standout questions

1. Can the EVM chip be pre-programmed
to favour a party?

®The microcontrofler in EVMs is 'One-
‘Pime Programmable (OTPY, meaning
1t can be programmed anly once. This
programming oceurs under strict su
pervision of i Technical Experts Com-
mittesand the source code is sudited by
independont experts. Before each elec
tion. mock polls with over 1,000 votes e
conducted, allowing politheal parties w
check that votes are being recorded
properly Hence, It is impossible i pre
program it to favour anyone.

1. Can malicious code be inserted
during maintenance or software

updates?

®EVMs do not accept software up-
dates post manufacturing. The pro
gram is burned into the OTP chip,
which eannot be medifiod onee set
‘There sre no external input ports, and
nee |s purely physic
mechanical, ensurllls.lhdlno-.nf(
alterations can be ma

3. Can EVMSs be
transfer votes a certain
number has been cast?

W No, the OTP chip cannot be re-pro-
BT

mmed and records each vote ex
thy s cost without any conditional
Iogie. Security protocols are in place
to prevent such alterations.

4. Can the machine be hacked through
the unit?

®The display unit Is outpui-only and
has no Input capabilities It is hard-
wired to displa; mmnmnnn:\nd\ ar
not be usad
gramming/altering the EVM.

5. Can multiple votes be registered
fraudulently?

®The comtrol unit enables vating only
after the presiding officer presses the
“Ballot’ button, and there's a manda-
tory Seecond wiit between votes, This
mechanism ensures that each voie is
recorded individually and prevents the
casting of multiple yotes.

6. How do we verify if an EVM
malfunctions

WEVMs have continuous sell-diagnos-
tic festures and provide vis
audio indicators for any erro
malfunction is detected, the machine
Tocks down to preserve vote data, amd
back-up machines are used.

7. Can EVMs be hacked using wireless

signals or Bluetooth’

W Indinn EVMS donot have sny wirelinss
component and abso bk internet con
nectivity, Bluetooth, or external ports
They are designed to be “airgapped’,

meaning they are physically isolated
from any network, making them im-
mune to remote hacking sttemypts.

8. Can magnets or electromagnetic
pulses manipulate voting data?
WEVMs are designed with clectromag-
netic shielding, meeting military-
grade standards. They are immiine to
strong electromagnetic fields. This
ensures that external magnetic felds
eanmot alter the stored voting data,

9, Can an EVM's memory chip be
accessed directly?

B The memory is encrypted using
AES.256 and is physically sscured
within the machine. Tamper-evident
seals cover the memory ares, and any
mttompt to aceess the memory directly
would damage the seals and be imme-
diately detected, rondering the ma
chine invalid for use.

10. Can votes be changed during
result transmission?

=R

first recorded phy

on EVMs and then transmitted
hannels: Multiple cop-
ntained, includ-
ing the Voter-Veriflable Paper Audit
Trail (VVPAT), which can be used for
eruss-verilieathon

i MATMRCUEIng process ks over.
seen by miiltiple agencies. including
independent security auditors, Compo-
merils are verified o each stage, and thc
Final sesembled wnits umdersn e
testing by different teams to ensure

BEVMSs are stored
rooms with 24/7 CC

survelllance

and armed security from multiple in
dependent (central and state) agenciis.
evident seals with

and a two

stuge I'Ill:“iDmIsﬂl'lJl'l [OCESS ensures
that no onve knows which EVM will be
used where until the last moment.

13, How do we knaw votes aren't
being changed when the machines

Ms are stored in secure rooms
that have 24/7 CCTY survelllance,
three-tier security (including armed
m with
el by different officials. Also,
epresentatives can place their
own senls on the doors and continu
ous logs are maintained of those ac
cessing the room, which requires the
presence of authorised personnel and
party representatives

replaces an
uplicate one?

| signatures, holoj

als, and key codes. During First-Lev
il Chee king (FLC), these identifiers are
verified and documented in the Wl'ﬁ-
ence of parly ropresents
details can be o
polling begins to ensure .uulu-mlr ey

15, Are votes lost i the battery dies

BEVMs hove a robust battery system
witha 48-hour backupand nos-volatile
memary that retains data without
power. Redundant power systoms en

sure that even in case of hattery fail-
wre, voting data remains intact

MMM in “E\nhll

the time of ;om&nh?ﬂuum

®The " display s not a
charge percentage but
nge threshold indicator that shows
‘@9% " whenever the battery valtage
remning within the optimal operating
range of 7.4V8.0V. This is purely an

proper functionir
EVMs use non-rechargeable alkaling
hatterles (7.5 8V conflguration)
with vote data stored in non-volatile
EEPROM memory, meaning vote stor
e and counting are completely in
dependent of battery status. The
power system is entirely isolsted from
the vote-recording eireuit, making it
technleally impossible for battery
status to influence vote patterns or
counting sequence. Furthermon
each EVM's data integrity is veri
bl through VVEAT audit tr:
wardless of power status.

17, How are EVMs protected against
extreme climate?

WEVM: are designed to operate in a
wide range of temperatures (from
Tikigh il
ity levels (up to 85% ). They are also
tested for resistance to heay

'PAT provides a physical paper
trail that voters can see and verify
mesdintely after casting their vote. This
parper recntd ks stored securdly and can
be used for audits or recounts.

19. How do we know if the random
of VWPAT slips is truly

B The process uses compterised ran
dom number generstion, and the sslec-
tion is conducted in the presence of
rupresenitatives of polithcal This
ensures ransparency and Mirness.

EC disqualifies foreign
national, HC overturns it

Bihar SEC
Moves SC
Challenging
HC Order

@timesofindiacom

New Delhi: Is Election
Commission powerless o
disqualify a foreign nathon.
al who has got elected as a
gram panchaynt mukhiya,

e nimpenchable evi-  Patna h-qh court salr!nwas the Union govt which alone could
rice Tt v*  decide the cit and nationality of  person
This questlon of low

was raised by Bihar State  power to decide the diss  thst Ray is a Nepabese citi-

Election Commission be-
fore the Supreme Court on
Monday. A Nepalese cith
zen had written to the Ne-
pal govt to eancel his citi-
wenship, But prior to its
cancellation, he contestid
and won the ‘mukhiya’

one Biltu

election in a Bihar m‘ml

‘port from Oct

qualification of a o
date elther before or
the elections, excluding an
election dispute.

As per the &

R

aka Bilat Prasad \'<\(L1\ Wis
achtizen of Nepal in 200607 4
and held a valid Indinn poss
25,1806, till Ot
24,2006, He never applied for

il
fer

zen. A year and four
months later, on March 21,
2023, the home ministry
Nepal cancelled Ray's
palese citizenship On May
0, 2023, he wias removed
Irnlnlhr\u[r-rllslur\rml..

SEC said prior to -
cellation of Nepaless piti-
zenship, By hood contested
thee ¢le

N

p]x-ul

decision lIJ :l;-iquﬂ]lfx him renewnl of the passport af  pressing the fact tha

saying it the Union  teritsexpiry In March 206, thattime was 8 Nepalese -
govt which alone can de-  hefiled an application with  tizen, By an orderof Aprill
chde citize <In[| and na-  Nepabese authoritles seek-  this year SEC disqualified

thonality of a

The SEC challenged the
high court order before the
Supreme Court and a

bench of Justices Surya Mukhiva of Bhaluahn
Koant and Justice Ufjnl gram panchayst without
Bhuyan imgleaded Unbon  disclosin e ks et

of Indin as a party and
sought its response by Dec
8. The high court hu
that SEC did not have the

g to relinguish his Nepa-
lese citizenship

In Ot 2021, he Oled his
nomination for the post of

genof Nepal. In Dee 2021 he
was elected as Mukhiya
ruled  His nearest rival Muk

him from contesting elec-
Bihar

2 dead. 1hurtin
Budgam landslide

‘wo migrant labourers died while
another was inpured after getting
buried under a landslide in Ichgam srea.

of central luuhrmrs Eudgam Monday,

& - TENDER FOR THE SUPPLY OF MTERNAL AUDT SERYICE T0.
PRADESH SUPPLIES CORPORATION

Ourlne tenders are invited from chartered

F 529 Dates: 25.
Tender Notice

Al the ks said, i for nternal sudit

H mponssﬂunmsudgmchm service to LIPMSCL. The detads of tendes, and Terder

their vote has gane to the candid: sakd the lab 1 are made avallable an wobsite
of their choice? been t the ing road in. The last

‘Ms feature large, clear symbols
and party names, audible beep
confirmations for votes, VVPAT gives
visual confirmation of votes cast and
i le markings assist visually im-
patred voters.

project when the accident occurred.
Police registersd acase and
Inithated an investigation

UN calls for
data sharing

Petrol Pump Dealerships Notifications
wwew. petrolpump-ksk.com

le uu SDPJUMMS

Recruitment Notice
Online applications ane invited for the following group *A” and "B" posts
on Direct Recruitment Basis under Backlog Category.

datetime of orfine submission of the tender document
15:00 Hrs.

to combat
space junk

New Delhi: Spuice experts
have cautioned against the
exponential rise in satellite
lunches in the low th
orbit (LEQ) and resultant
increase in space junk that
will make the orbit unusa

NOTICE FOR APPOINTMENT OF REGULAR/ RURAL
RETAIL QUTLET PETROL PUMP KSK DEALERSHIPS

www.petrolpump-kak.com proposes Lo sopoint Retsll Cullet dealers at various
Iocations of india.

The detsied Advertisement and Brochure are availsble in
www.patralpurmp-ksk.com

the  website

for Retadl Outlet along with cnline peyment of refundable
fee, a5 applicable, shoukd be submitted on-line by date 23.12.2024

e in coming vears, Howev
er, they said alarming traf-
fie situation can be tackled
if companies and countries
cotperate and share data
needed to manage the most
accessible region of space,

reports Surendra Singh
A United Natlons penel
on space traffic eoondinag
tion in Iate Oct said urgent
fon

I8 mec :MNII v and

irack and manage them,
More than 14,000 satel-
lites, including somes 5
active satellites, surround
the globe In LEO, showed da
ta from US-based Slingshot
Aerospace, #n analytics
eompany that uses Al o ana.
Iyse dota from satellites
Alongside those are mbout
120 million pleces of debris
from  launches, collisions
ond wearand tear of which
only a few thousand are
lnrgeenough toirack
“There's no time to lose
on space ralfle coordlng
ton, With so many objects
being launched into space,
we have to do everything we
e o ensure space safely
and that means facilitating
the sharing ol information
between operators, be they
publicor prl inorderto
wvaid collisions,” panel co-
chair Aorti Holla-Maini
rector of the United
thans offics for outer space
affairs old the medis
LI w viewed as the
world’s  Jargest  gard
durmp. Most orbital debrls
comprises hiiman-generat-
& ohjects, such as pleces of
space crafl, parts of roc]
satedlites that are no bonge
working, sccording to Nasa.
Unfortunately, there are

no internathon

v
It's expensive to remove
space debris from LED be-
eanse the problem of space
Junk is huge — there are
close to 8,000 tenne of mate-
rialsinthearhit

wuu Eell[lralun ,wrm um u-e %S’?ﬂ In%uled s‘!‘i-.ﬁ»:l
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Period

Online Portal: Website link www,sgpgims.org,.in will be available in the

2024 '

2" week of

The facisty for submission of on-line appkcation wil e wihdrawn i
the cut.off date as menticned abave

after

APPLICANTS,
THI

IN THEIR OWN INTEREST, SHOULD CAREFULLY GO
THROUGH E OF

1. Lan i Expert (01 post}

Last date of Applcation: 08 Decombar, 2024
Dotalled advertisement related to oligibility, nature of wark, etc. can ba
seen o1 Mipswaes DANARgovinitEnas 16ib40d

1N 100,000 par moni

AND
SELECTION BEFORE SUBMITTING THEIR APPLICATION,

The Corporation reserves the right to this i ar
extend the due date at its sole discretion without assigning any reason

In case of Bny discrepancy in sdvertissment putlished in English Newsgapers vis-
a-vis vemacular dailies, tha direction/information indicated in Engésh papar would
prevad

Carrigendum, if any, wil be published only in the website www.petrolpump-
ksk.com

For purchase of Brochuwa and any iformation with regard to tha advarbsamant.
canddates may contact the follawing address: - suppart@pstrolpume-ksk.com

Cantra Diroctor;

U.P. COUNCIL OF AGRICULTURAL RESEARCH

Advertisement Nos.: 1/2024
Applications are iwited from eligible candidates for
various posts in different cadres at U, P. Council of Agricultural
Research, Lucknow on deputation.
Details of requisite qualifications, terms, conditions &
prescribed proforma may be downloaded from

5 - 1Tth < s
e e B et | | B (T [ el | 'Rl | e [t
Scminisirive o J Group A post- by Interview

1] tectwer | Leweit | 5CO1 [ Anatomy [ 50 year
B N Yugandhar Centre for Rural Studies 2| lecwrer | Levekt | OBCO1|  Physoogy | Siyear

Lal Bahadur Shastri National Academy of Administration Group B post - by computer based CRT
e Wl gy l,,,,"m,,,:,?:,,',,?,,,,wm ooeysar] [1]  Tur | Leveb10 | SCA1 | Communty Medicine | 40 year
(sutmncabie hased on e satisacton of Carte Decior snd tject ol [ | Tur | Leverto | oBGO! | Physitherapy | 40year

The deteled advertisament is available on |nstitule website www.sgpgims. um.ln
Advt. No. I20/Rectt/ 2024-25 Director

[o7ee
o i o odeen 8.,

OFFICE OF THE CHIEF CONSTRUCTION
RURAL WORKS CIRCLE, BERHAMPUR

Qe Bvba e, gege. 2R ;wumnw Near Income Tax cffice,
/b i e parTEOT],
Gnnj Odisha)

P ———"
IE-Mall - perwhpran 04 gy Tl Ha. - 0640-2404287)

(£
A1 WA BAM Y Dated. T8 11

MO st 11
2nd Corrigendum to Bid Identification No. Online Tender/11-2024-29BPR
1 = Wk under MMSY-CUVDA imer: mace|

§ The partial
i e

20123024 10 3013035 upto 530 P Fwiesd
10 16 12 2024 oty .50 PM.
12025 at 530 PM rwtead of 13,1

7 | Dt ol avanbabiity ol Mo

T | awa Diatn & Trmwe 01 5ea g Ineedar Carfhcannn u T

04013025 28 11,08 AM inatusct of 17 12 2004
11 00 A

3| Duate ol g o Tachrcal Bl

upcar. n. ¥
i UPCAR, Lucknow|

SN Advertisement lor Locations Diviglon Help-Desk

1. | For Af States and Union
Territories of India

Murmbai 022-48903518

Name of the work: C:

of 240 no, of adopting Type
design No. B5/2019 (R}, B5D1/2019(R), BSF/2019(R} (G+5 Storayed ) with
intarnal water supply, Sanitary and electrification arangements with
developmant works at Variety Hall Road Phase |l scheme in Coimbatore
Corporation under HFA-AHP
(TENDER REF E No. 442/W( )

The S ding E West Circle Coimbs an behalf of
Tamil Nadu Urban Habitat Development Board invites submission of online
bids fram eligible biddars for the conlract package named above. Bids arme
invited under two cover system to be uploaded in the onfine web portal
hitps:/ftntenders. gov.in

COEP TECHNOLOGICAL UNIVERSITY
a ML

The JRF will be awo-nren for the ISEA Project Phase-il|

spo
{Meiry), Gnvl

of m.a  Piense refer ine University websie

pt for further datads.

5 lnlh:wsl-n.
20*

Rigistrar

3 [ am ot ET) o e
A8 oer oonbers Wil reman unchanged.
Chint Engirar
LW Circle,
Tt
B-113
OFFICE OF THE SUPERINTENDING ENGINEER
BHUBANESWAR {R&B) DIVISION NO Il BHUBANESWAR
serb?_bberfiyahoa com
INVITATIONS FOR BIDS THROUGH e-Procuremant
Bid Identification No- C.C. (REB) - 02
# - Procursment Notice No. 27 of 2024-25
Thi Spuritasa oo |} Cineniors No-1L. Biusbasmsvr on Behall of e evmmor

ket Erigpimeer, Buituirms,
O Ol rilen puiciiac rate i e u.-n...—n« eorkn b ecaived n ockine bddng, Single
will by

wntr 12024 o !upndiﬂ'!mt Thos iciders =, i
Dighal Sigratry Cnm\un i Crasa ot . B raceived tnine shall b epared 8 1100 A, of
12 LR

‘Manovkasnagas, Sec
TekNo: (814021514745, e . OH O TS0, Wbt www siegid. i 0

EMPLOYMENT NOTICE NO. 02/2024
The inatitute sviles from sl o the various
Faculty ardd Non- Faculty posts 1o be flled on reguiar basis at NIEPID,
‘Secunderabad, &5 Regional Contres and Composite Regional Centres
wiz., {|) Lecturer in Specisl Education {01 Lisn Vacancy) (i) Lecturer in
Rehabilation Psychclogy (M) Hindi Translator (iv) Jumior Specal
Education Teacher (01 Lien Vacancy) (v) LDCTypist, HOs (v Hindi
Typest, HOs {vil) Library Clerk, HOs [vill) Driver, HOs (ix) Driver, RC, Noida
{x) Ayah, MSEC. Moida. {xi) Drives, RC, Kolkata (xi) Aocountort, CRC

o |

ODISHA COAL AND POWER LTD.
(A GOVT. OF ODISHA C L:!'n'!F-‘ANf"

Ton

Ao : EAMG4

O, 03122024
Odisha Coal and Power Lid (OCPL), & State PSU of Odisha is operating

Detailed Notice of Invitation of Bids and the Pre-Q) Criteria
and the Bid document for (he above package would be ilable at

Davangere, etc

Coal Mine in Hemgir Block of Sundargarh District. OCPL intends

e afsa inviles 10 b filled

hitps:fitntenders. gov.in starting from 10.30 A.M._ on 03.12.2024 Deadline
of bid submission is upto 12.00 Noen on 17.12.2024, All required

Bidders may contact Superintending Engineer, Wast Circle,

inciuding posts ml’ CDEIC Unit and alss irends to

to place surplus coal for short term linkage sake, In accordance with amended

empanel
bass on DRymurl ol honorarum 8 NIEPID, Headguaries &
CO"’DW" Rogional Cantres located ot Nn!nm Rmnaﬂdqwn and

Far complete details regasing Category of the regular pma dotails of
confraciusl posts, detsils of guest faculty posiions. educational

Coimbatore, and TNUHDE through Email: com
for any other information on bidding process.,
Superintending Engineer

age prescribed Tor the posts, lerms and
canditions and 1o download application foms, pease visil Imammn

Mineral C: Rule and MMDR Act. Declared grade of the Mine is G-14.
Apgrox, 1.10 Million ton of Coal of G-14 Grade will be sold through E-auction
wia METC auction portal on 10™ December 2024 (indicative) with 15% descounl
on National Coal Index (NCI) price (Base price),

For further details, interested manufacturing’ power producing ndustnes/ raders
may visit our website, |.e., www.ocplorg.In. Any clarification may please be
addressed 1o the undersigned at the above address or by email to

‘wabsile weerw, rigpidlnic.in. Lasl dals for
13.01. ms Any modfcationsicomgendumiaddiions in he nbwe

TNUHDB, West Circle Coi

DIPRAS244 TENDER 2024

Sdi-
Chief Operating Officer




